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Introduction

elcome to Ransomware Recovery For Dummies, your guide

to learning about ransomware attacks and how to

recover from them. Malicious software, called malware,
attacks have matured from being annoying to causing business
process disruption and even data destruction. A type of malware
that is growing in popularity is ransomware. Ransomware gets its
name from its behavior. Ransomware encrypts critical files on a
victim’s computer and demands a ransom be paid for the decryp-
tion key. The attacker doesn’t actually destroy any data but makes
that data unavailable to the victim until the ransom is paid.

The classic advice to best recover from a ransomware attack is
to completely restore an affected computer from the most recent
backup image. While this approach may sound reasonable, it has
its problems. More sophisticated ransomware seeks out backup
images and encrypts them as well as the main data. Even if a good
backup image is available, restoring a complete environment
takes time and may overwrite many transactions. There has to be
a better way.

An effective ransomware recovery plan must allow the affected
organization to restore normal operations quickly with minimal
data loss.

About This Book

Ransomware Recovery For Dummies introduces a sensible approach
to quickly recovering from ransomware attacks. By starting with
the threat ransomware poses, you learn how to build a recovery
plan that makes sense and keeps your organization safe.

After exploring the ransomware basics, you find out about the
importance of a backup solutions provider and what features you
need to address ransomware. You learn how to put the pieces of
the ransomware recovery puzzle in place to develop an effective
recovery plan. Finally, you review ten top tips for building the
most effective ransomware recovery plan.
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Foolish Assumptions

I wrote this book based on certain assumptions about you, the
reader. First, I assume that whether you’re coming from the
technical or business side of things, you’ve at least heard of
ransomware. Regardless of your role, however, I assume you’re
interested in finding out more about the threat of ransomware
and how to keep it from disrupting your organization’s business
operations. I also assume you want to know more about the steps
you need to take to build a solid ransomware recovery plan.

Icons Used in This Book

Q

TIP

REMEMBER

A\

WARNING

Every For Dummies book has small images, called icons, sprinkled
throughout the margins. I use the following icons in this book:

This icon guides you to faster, easier ways to perform a task.

This icon highlights concepts worth remembering and other
important topics.

If you see this icon, proceed with caution. Here you find advice on
how to avoid the most common pitfalls.

Beyond This Book

There’s only so much about ransomware that can fit in this book.
Innovative companies have studied the problem in depth and have
come up with some interesting and effective solutions. Rubrik
is a leader in providing ransomware detection and recovery
services for organizations of every size. For more information
about Rubrik’s offerings, go to www.rubrik.com/products/
ransomware-investigation.
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IN THIS CHAPTER

» Describing what ransomware is and its
impact on IT

» Exploring real ransomware attacks
» Examining ransomware trends

» Using layers to defend against attacks

Chapter 1
Introducing the Problem
of Ransomware

ansomware is a type of malicious software (malware) that

encrypts a victim’s data and demands a ransom payment in

exchange for the decryption. Ransomware is one of the
fastest growing and most feared types of malware. A successful
ransomware attack leaves its victims with the choice of losing
valuable, sometimes irreplaceable, data or paying a ransom to get
it back. As data becomes more valuable to both individuals and
businesses, ransomware becomes a greater threat. In this chapter,
you find out more about what ransomware is, how it impacts IT,
and how you can reduce your risk of becoming a victim.

Describing Ransomware and
Its Impact on IT

Ransomware first gained notoriety as a threat to personal data.
Most early ransomware attacks focused on individuals and lev-
eraged their increasing reliance on personal data and media to
extort them. The thought of losing personal pictures, videos, and
documents provided enough pressure to convince some victims

CHAPTER 1 Introducing the Problem of Ransomware 3



REMEMBER

to pay the ransom. But with every ransom payment, attackers
became increasingly emboldened and set their sights on larger
targets.

Exploring the problem of ransomware

Today ransomware is a real threat to individuals and businesses.
About half of businesses have dealt with a ransomware attack
within the last year, according to a report released by Rubrik Zero
Labs in 2022. Additionally, in the report “The State of Ransom-
ware 2022,” cybersecurity company Sophos said that 46 percent
of organizations that were hit with ransomware paid the ransom,
and on average organizations that paid only got 61 percent of
their data back. There is no indication that ransomware is going
away anytime soon. Instead, ransomware tactics are becoming
more focused and sophisticated.

Attackers have discovered that businesses and critical service
providers are often more likely to pay large ransom amounts to
end debilitating business interruptions than individuals. Most of
today’s organizations rely on data and information systems to
carry out day-to-day operations. Denying access to critical data is
on par with a natural disaster. But while many organizations have
disaster recovery plans, most don’t include a proper response to
a permanent loss of critical operational data. So, it’s important
to understand how the ransomware threat is different from most
other threats to avoid facing devastating disruptions to critical
business functions.

Understanding how ransomware
affects IT

A common attitude about ransomware is to simply avoid
becoming a victim. While that approach sounds good, it means
that your organization would need to build a completely secure
environment and no one could ever make a mistake. Ultimately,
this approach is impossible to realize. Even organizations with
the most advanced cybersecurity maturity routinely assess their
environments for new or undiscovered vulnerabilities because
they know a completely secure environment just doesn’t exist.

Even with the best security controls in place, people sometimes
make mistakes and click things they shouldn’t, introducing
threats into the environment.

4 Ransomware Recovery For Dummies, Rubrik 2nd Special Edition



The real question is: “How can we recover if any of our preventa-
tive controls fail to stop a ransomware attack?” The answer is to
implement plans to prevent, assess, and recover from ransom-
ware attacks.

Exploring Real-Life Ransomware Attacks

WARNING

Before you learn the details of how to prepare for ransomware,
take a look at two real organizations that faced ransomware
attacks. One was caught by surprise, but the other had carefully
planned for the possibility of an attack.

The final straw for Lincoln

Lincoln College, a historically Black college located in the state
of Illinois, had to close its doors after over 150 years. A ransom-
ware attack kept key personnel from critical recruiting, retention,
and fundraising for nearly three months. After paying a $100,000
ransom to the attackers and getting its data back, Lincoln College
personnel were unable to make up the lost time and recruit
enough students or raise enough money. The ransomware attack
made recovering from COVID-19 and other challenges impossible
and Lincoln College had to shut its doors.

If you do receive a ransom demand, make every effort to resist
paying. Each ransom paid increases the attackers’ profits and
keeps them in business. Paying a ransom can also mark you as an
easy target for future attacks.

Ransomware didn’t change
Payette’s plans

One Saturday morning Payette’s director of IT received the call
that IT managers dread: The systems were down. Payette, an
architectural firm, had over 40TB of plans, images, and other data
in its IT environment. It turned out to be a ransomware attack.
Payette’s IT director knew that its network segmentation, backup
processes, and careful recovery planning prepared its staff for
just this type of attack. Instead of panicking, Payette’s IT staff
reacted to the early warning, stopped the attacks, recovered all
the affected data, and were back online in less than 24 hours.

CHAPTER 1 Introducing the Problem of Ransomware 5



Planning and preparation allowed the organization to completely
recover before the attackers even sent a ransom demand.

Examining Ransomware Trends

Several trends in ransomware have emerged, and none of them
is good. But despite these trends, it’s still possible to stay a few
steps ahead of the attackers.

Here are some of the current trends in ransomware attacks:

»

»

»

»

»

»

»

Increasing ransom amounts. Attackers are focusing their
attacks on fewer targets but demanding much higher
ransom payments.

Emerging commodity malware. Cybercriminals don't have
to write their own malware to use ransomware. Ransomware
as a Service (RaaS) vendors make it easy to become a
ransomware attacker.

Targeting remote work and study situations. Increased
reliance on working and studying remotely, a shift acceler-
ated by the response to COVID-19, led attackers to focus on
collaboration and education providers. Although nearly all
COVID-19 related restrictions have been relaxed or elimi-
nated, remote work and study remains popular.

Exfiltrating data. In addition to simply encrypting data,
some attacks also steal copies of the data. That data can be
sold for profit or leaked to cause reputational harm and
trigger lawsuits or fines.

Taking a second pass at extortion. Cybercriminals often
also use exfiltrated data to extort additional funds from their
victims. Typically, they promise not to release the data if the
target pays them a specified amount of money.

Searching out and compromising backups. Many current
ransomware variants don't stop at encrypting local data.
They search for any connected data sources and attempt
to encrypt all backup copies as well.

Continuing rapid growth. Larger ransoms, ease of malware
access, and better, more-targeted strategies have all
encouraged more people to participate in cybercrime.

6 Ransomware Recovery For Dummies, Rubrik 2nd Special Edition



Increasing Resiliency Using
Layers of Defense

TIP

Defending against ransomware may seem like a daunting task
given the scale and sophistication of these attacks. However, a
well-thought out defense can prevent many types of ransom-
ware attacks and help you recover quickly from any that may
get through your perimeter defenses. A common strategy is to
build multiple layers of defense, or what’s known in cybersecurity
as defense in depth. It basically means to put as many controls
between your data and an attacker as possible.

Most people think of controls that prevent an attack as being the
best controls. Preventing an attack is the best outcome, but you
can’t count on preventing every attack. If you don’t plan for a
successful attack, you won’t be prepared if it happens.

Preventative controls are the first level of defense and include
personnel training and firewalls. These measures aim to repel
most attacks before they get a foothold. Most malware attacks,
including ransomware, start with someone clicking a malicious
link. Firewalls can help block obviously suspicious traffic, but an
authorized user who clicks a malicious link is asking for trouble.
So, it’s important to train your personnel to recognize malicious
messages and links.

Prevention is important, but humans are fallible. So, you also need
to know what to do if ransomware evades your frontline defenses.
If this happens, you need to know that your systems are being
attacked. A strong detection layer will flag the threat and help you
take action before it’s too late. Today, monitoring and behavior
analysis technology can alert you to an in-progress attack nearly
instantaneously.

You should have real-time monitoring in place for all primary
copies of critical data and added intelligence on your backup data
to provide a last line of defense.

After you identify the threat, you need to stop the attack and
assess the damage it did. You accomplish this by following pro-
cedures for disconnecting affected computers from your network
and shutting them down. When you reboot them in a controlled
environment you can evaluate the damage.

CHAPTER 1 Introducing the Problem of Ransomware 7
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The next layer of defense depends on the cyber recovery solution
you implemented. Once you identify the damaged files, you can
retrieve images of the files from your backup, which will have a
copy from before the attack started. Your cyber recovery solution
should make it easy to quickly recover specific file images from a
known point in time.

However, your backups will also be a prime target for sophisti-
cated ransomware. The only backups you can trust are those with
integrity guarantees. So finally, your cyber recovery solution must
prevent any process, including ransomware, from changing any
backup image once it’s written to the file system.

If you implement all these layers of defense, you’ll have the build-
ing blocks in place to defend against and quickly recover from
cyber attacks.

Ransomware Recovery For Dummies, Rubrik 2nd Special Edition



IN THIS CHAPTER

Identifying ransomware vulnerabilities

Denying ransomware an opening to
attack

» Educating users on avoiding ransomware
traps

» Adopting best practices to avoid
ransomware attacks

Chapter 2
Preventing Ransomware
Attacks

urviving in the era of frequent malware attacks is only pos-

sible through a combination of avoiding most attacks and

recovering from the rest. As we discussed in the last chapter,
you must have a robust plan in place to handle successful attacks,
but the best scenario is when you can avoid the attack altogether.
To do that, you need to first understand the nature of the attack,
then take measures to prevent the attack, and finally deal with
any attacks that are successful. In this chapter, you find out how
to implement measures to avoid ransomware attacks.

Understanding Ransomware
Vulnerabilities

Ransomware poses a serious problem, but it isn’t an invincible
type of malware. Understanding how ransomware works can help
inform practices and controls that prevent most ransomware

CHAPTER 2 Preventing Ransomware Attacks 9
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attacks from succeeding. In this section, you find out about some
of the vulnerabilities that exist and how ransomware attackers
carry out their plans.

Examining how ransomware
attacks computers

Ransomware depends on the ability to run a malicious program
on a victim’s computer. There are several ways to get a ransom-
ware executable to a victim. The most popular methods involve
tricking a user into opening a malicious link, navigating to a
malicious website, or attaching an infected device. Each of these
actions leads to downloading and executing a malicious program
that starts the ransomware attack.

Tricking a user into infecting
a computer

By far the most common way for ransomware to infect a com-
puter is for the user to take some action that runs the attacker’s
malicious code. While most users won’t deliberately run mali-
cious code on their computers, it isn’t hard to trick users into
innocently doing the attacker’s dirty work. Convincing an autho-
rized user to carry out an action for an unauthorized person is
called social engineering.

Most people are vulnerable to social engineering because they
want to be helpful, are interested in free stuff, and don’t want
to get into trouble. Attackers know that they can leverage one or
more of these motivations. That’s why many ransomware infec-
tions start with an unsuspecting user clicking a link on a website
or in an email that either helps someone (“Click here to donate to
a worthy charity”), satisfies their curiosity (“Click here to claim
your cash”), or seemingly helps them avoid getting into trouble
(“Click here to change your password”).

Using a shiny object to automatically
infect computers

Ransomware doesn’t always require a user to click a link. A drive-
by download attack downloads malicious code when a user visits
an infected website. Another type of attack consists of dropping
infected USB keys at physical locations where people are likely

Ransomware Recovery For Dummies, Rubrik 2nd Special Edition
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WARNING

to notice them. When someone inserts the USB key into their
computer, the ransomware is copied and launches.

Many types of attackers use the USB key trick or attractive down-
loadable files to plant malware. Don’t blindly trust any device or
file from any unknown source, especially those offered for free.

Training Users to Avoid Becoming Victims

REMEMBER

One of the best investments any organization can make to avoid
ransomware is end user training. Users provide nearly all the
entry points for successful ransomware attacks and play a vital
role in stopping attacks before they start. Training users to recog-
nize potential attacks and resist the temptation to click question-
able links can result in a much lower probability of attack success.

Avoid focusing your end user security awareness training on
only what users should and shouldn’t do. In addition to specific
acceptable use training, make it a point of your training to enlist
users as security operatives. Security is everyone’s responsibility,
not just a small group of security specialists.

Let all personnel know that good security is a team effort, and
everyone needs to be diligent. One careless mistake can expose an
entire organization to attack, so everyone must pitch in to defeat
the attackers.

Recognizing potential attacks

Because users provide a ransomware entry point so frequently,
a sure way to reduce the attack potential is to teach users to be
attentive and to recognize suspicious content. Show users exam-
ples of phishing emails, and provide guidelines on how to identify
a potential attack.

Phishing emails are becoming more and more sophisticated, but
most are easy to spot. Teach users to pay attention to grammar
(does the message make sense?), salutations (are you addressed
by name?), and specific content that can make malicious mes-
sages stick out (does the message contain details or is it generic?).
Once users know what to look for, they can play a part in prevent-
ing attacks.

CHAPTER 2 Preventing Ransomware Attacks 11



Responding to suspicious content

Recognizing suspicious content is a good start, but users also
need to know what to do next. Your organization should have a
specific place to report suspicious email messages, other media,
or behavior. For email messages, users should forward anything
that looks odd to a designated email address. Your security per-
sonnel should monitor that email address, examine any reported
messages, and explain to users whether the message was mali-
cious and how they would be able to tell.

Repeating the message

It would be great if security awareness training “stuck” forever,
but unfortunately it doesn’t happen that way. Users forget how
important security is; they get busy with deadlines; and they get
weary of always being diligent. One consistent characteristic of
successful security awareness programs is their ongoing nature.

Instead of only offering security awareness training once, you
should require recurrent periodic training. Also, mix up the
delivery style. A monthly or quarterly “Lunch and Learn” series
often works better than an annual half day session. The goal
should be to keep reminding personnel of their role in security
and how to best fill that role.

Implementing Security Best Practices

Instead of trying to reinvent the wheel, a great place to start when
building a security plan is with well-established best practices.
Fortunately, many organizations have found some tried and true
best practices to be helpful in preventing ransomware attacks.
You won’t find a single repository of best practices, so this section
lists some of the most useful actions an organization can take to
prevent ransomware attacks.

Practicing safe user behavior

Once your personnel understand how ransomware works, they’re
more likely to accept guidelines for online behavior. Users can
do (or avoid) many things to make the IT environment safer and
less prone to ransomware attacks. Here are some ways users can
stay safe:

12 Ransomware Recovery For Dummies, Rubrik 2nd Special Edition



»
»
»
»
»
»
»
»

»

»

»

Verify email senders before opening a message.

Don't open attachments unless they trust the sender.
Don't open unexpected attachments.

Don't follow links in email messages.

Don't respond to suspicious looking messages.

Forward any suspicious messages to their security group.
Only visit websites they trust.

Don't provide personal information unless they trust the
website, the reason the data is needed, and only for
interactions they initiated.

Don't attach/insert/mount an external device (such as a USB
key) unless they trust its source.

Always use a virtual private network (VPN) when connecting
from a remote location.

Keep their software and operating system patched and up
to date.

Following these best practices makes it difficult for any attacker
to launch a successful ransomware attack.

Hardening the IT environment

IT and security personnel also have best practices. Implementing
the following best practices helps provide and maintain a more
secure environment for your users.

»
»
»
»

»
»

»
»

Identify all critical data.
Create periodic backup copies of all critical data.
Develop and test a comprehensive recovery plan.

Update all computers and devices with the latest security
patches.

Require a VPN for all remote access.

Require antivirus/antimalware software on all computers
and devices.

Implement malware scanning and filtering on mail servers.

Implement firewalls with restrictive rulesets at each trust
boundary.

CHAPTER 2 Preventing Ransomware Attacks
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¥ Conduct ongoing security awareness training for all
personnel.

¥ Establish, publicize, and staff a support function to investi-
gate reported suspicious messages or websites.

While no amount of prevention is 100 percent effective, every
little bit helps. Every ransomware attack you prevent is one from
which you don’t have to recover. The best strategy is to prevent
every attack that you can, and prepare to recover from the rest.

14  Ransomware Recovery For Dummies, Rubrik 2nd Special Edition



IN THIS CHAPTER

» Building your recovery plan

» Ensuring integrity for the last line of
defense

» Introducing immutability

» Recovering from an attack

Chapter 3
Preparing to Defend
Against Ransomware

hriving through a ransomware attack is no accident. The

only way to avoid becoming a ransomware victim is to plan

for an attack and take steps to recover before the attack
happens. In this chapter, you find out how to build a plan you can
use if you find your company the target of ransomware.

Developing a Recovery Plan

Recovering from a successful ransomware attack is very difficult,
if not impossible, if you aren’t prepared. But don’t lose hope;
knowing how to develop a good plan can make recovering from a
ransomware attack much easier and faster than winging it.

Assessing your needs

The first step in planning to survive a ransomware attack is to
understand the data and processes that are most important
to your organization. A Business Impact Assessment (BIA) is
an important exercise in which you identify your most critical
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processes and the resources that support them. In short, what
does your organization need to be able to do to stay in business?

After you know what your organization needs to carry out
critical business functions, you’ll have a good idea of what data
is important to you. For example, an online retailer likely places
a high value on its customer and product databases. A library of
how-to videos may not be as critical to the retailer’s day-to-day
operations.

Attackers generally want to capture data that you value most. In
other words, data required by your critical business functions.
Chances are higher that you’ll pay a ransom to get back the data
you need to stay in business.

Building a recovery plan

Once you understand what data is most critical to your organiza-
tion (and the attackers), it’s time to develop a plan to recover that
data in the event of a successful ransomware attack. Your plan
will provide data resilience (the ability to bounce back from a loss
of critical primary data). You find out more about what to include
in your plan in Chapters 4 and 5, but for now, start thinking about
assembling a planning team and how you’ll document the plan.
You should include representatives from any group of individuals
that can influence, or may be affected by, the recovery plan.

Testing your plan

Once you build your ransomware recovery plan, you need to test
it to make sure it works. The last thing you want to happen is to
invest the time and effort into developing a plan to make your
data resilient only to find out after an attack that a small but criti-
cal part was left out. A plan that doesn’t work doesn’t provide
value (or the ability to recover).

You can carry out different types of tests, each one getting closer
to a real attack, to make sure your plan will work. Most organi-
zations start with checklist tests, where stakeholders review the
plan together and ensure all tasks are addressed. A more compre-
hensive test is a simulation in which stakeholders carry out the
actions they would do when faced with a real attack. The final type
of test involves conducting an actual destructive attack in which
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files are altered to see whether the recovery team can restore
them to a useful state. Of course, the last type of test carries risk,
but it’s also the best test for a recovery plan.

Protecting the Last Line of Defense

Any ransomware that successfully encrypts files relies on the fact
that the victim can’t access a copy of the affected file. That means
the attackers try very hard to find any backup copies of files and
encrypt those too. Because most backup strategies follow a similar
approach, it’s relatively easy for attackers to find and infect most
backup repositories.

Recovering files encrypted by ransomware is a three-step process:
1) Identify and stop the attack. 2) Define the scope of the damage.
3) Recover unencrypted (pristine) versions of the damaged files
from a backup.

The third, and most critical, step depends entirely on the
assurance that your backups have not been affected by the
ransomware. That makes your choice of backup services crucial to
recovering from a ransomware attack.

Examining the Importance of
Backup Immutability

A successful recovery plan centers on the ability to trust that your
backups are pristine. If you can trust that ransomware hasn’t
altered your backed up files, you can recover from a ransomware
attack.

Defining immutability

In order for your data to be resilient your backups need to be
immutable, meaning they can’t be altered once they’re written —
not even by ransomware. If you have immutable backups, you
have a perfect repository of pre-ransomware data that you can
use for recovery.
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Enforcing immutability for backups

Immutability to support security goals is not a new idea. Logging
systems have used immutability for years. Attackers learned long
ago that an easy way to cover their tracks and destroy evidence of
their crimes was to delete or alter log files. Security professionals
quickly realized they needed logging strategies that would allow
a service to write a log file entry, but never allow that entry to be

changed.

One example of a cyber recovery company that offers immutable
backups is Rubrik. Rubrik developed a unique filesystem from
scratch that makes all the backup files it creates immutable. With
Rubrik, you write backups using its application programming
interface (API) call. Once they’re written, they can’t be altered.
The filesystem immutability guarantees that you have pristine

files you can use to recover quickly from a ransomware attack.

Recovering Data

During a ransomware attack, you need to identify which files were
affected before recovering them. While it’s true that you could
simply recover all files, doing so would dramatically drag out
the recovery time. You need to minimize downtime to maintain
business continuity. To do that, you want to focus on recovering

only what’s necessary to continue business operations.

You identified the data associated with your organization’s critical
business functions when you created your recovery plan. Now,

you need to determine which of the critical files were encrypted.

always risky.
WARNING
After you identify the files you want to recover, the next step is
to carry out the recovery. We cover spotting threats, determining
their damage, and performing a recovery in the next two chapters.
18 Ransomware Recovery For Dummies, Rubrik 2nd Special Edition
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» Alerting the right people to respond to an
attack
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damage

Chapter 4

Identifying a
Ransomware Attack
and Assessing the
Blast Radius

espite your best efforts to prevent every ransomware

attack, a successful attack is still possible. In this chapter,

you find out how to identify a ransomware attack and how
to assess the extent of the damage.

Finding an Attack Sooner Than Later

A ransomware attack succeeds by infecting one or more systems,
finding critical files, and then encrypting them. Because it takes
time to encrypt files, the earlier you detect and stop the attack,
the fewer files you have to recover. To stop an attack early, you
have to be able to observe your data. Data observability refers to
the ability to monitor your data for risks, including indicators of
compromise, so you can react quickly.
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Responding effectively depends
on early warning

As with any type of attack, early detection gives you a better
opportunity to contain the damage and recover faster. If you get
involved early, the attacker can’t do as much damage as they’d
like, and you’ll have less to clean up.

Early involvement in the recovery effort depends entirely on
your ability to observe suspicious changes in your data. Recent
ransomware attacks have decreased the time between the attack
initiation and ransom request from more than a month to
around three days (see https://venturebeat.com/security/
ransomware-3-days/). That means the attackers are getting more
efficient at their work.

Reducing the recovery workload

Even if you detect an attack in just a few days, you could have a lot
of work ahead of you. Every second is more time that cybercrimi-
nals have to encrypt files. An early warning and a quick response
can dramatically reduce the number of files that need to be recov-
ered, the scope of recovery work, and the amount of time until
you’re up and running again.

Exploring Methods of Detecting Attacks

20

Ransomware software activities aren’t the same as normal
operations. While other applications do encrypt files, ransomware
encrypts many files in a short period of time. Recognizing a ran-
somware attack depends on your organization’s data observability
capabilities and the extent to which they can recognize unusual
behavior or changes to data. Your ability to monitor data and
manage anomalies is crucial to responding to a ransomware
attack. In this section, you find out about two approaches to
detecting ransomware attacks.

Recognizing ransomware signatures

One approach to ransomware detection is an extension of general
malware detection. It isn’t hard to detect known malware by com-
paring a portion of an executable program’s code with a database
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WARNING

TIP

of code signatures. If you find a match, you’ve probably found a
malware program. Ransomware signature matching works in the
same way. The main drawback to this approach is that you must
keep your signature databases updated or any completely new or
slightly modified ransomware will be missed. A new attack won’t
be detected until someone reports it and its signature gets added
to the next release of the signature database.

One of the disadvantages to signature matching is that ransom-
ware is getting smarter and evolving rapidly, so there are new
signatures all the time.

Leveraging machine learning
to recognize anomalies

Another approach to detecting malicious behavior is to use machine
learning (ML) algorithms to compare normal behavior and file-
system states to current behavior. ML algorithms are very good
at learning what “normal” looks like and flagging any behavior
or configuration that looks abnormal. ML algorithms can look
at running processes and the resources they’re using, as well as
unusual changes to the filesystem.

Continuing with our previous example, Rubrik uses ML to analyze
filesystem changes. Its Ransomware Monitoring & Investigation
service looks at how the data is changing and how quickly those
changes are taking place. It also scans for signs of encryption and
file entropy changes.

Your first line of defense should be any of a number of real-time
detection and monitoring tools to catch suspicious changes early.

Responding to an Attack

Responding to any security incident, including a detected ran-
somware attack, should simply be a matter of following your
response plan.
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Preparing the response team

You must assemble and train the members of your ransomware
response team before they’ll be ready to help your organization
recover from an attack. The ransomware response team may be
the same team that responds to other security incidents, but its
members need to have special training for ransomware response.

Containing the damage and identifying
what files were affected

The first phase of recovery is to contain the attack and assess how
much damage has already occurred.

Stopping further damage

The response team should already have a good idea of which com-
puters are participating in the attack by analyzing logs of network
activity directed to the victim nodes. Their first action should be
to stop the ransomware processes, generally by shutting down
any affected computers.

After disconnecting affected computers and devices from all net-
works, you can start the process of removing the ransomware
without spreading the damage to other nodes.

Assessing the blast radius

The scope of the damage already done is often referred to as the
blast radius. The blast radius is defined as the collection of files
that have been modified in the attack. Most ransomware adds to
or changes the filename extension as it encrypts each file, making
identifying damaged files easier. Some ransomware builds a file
containing metadata describing the files it has encrypted. Either
way, you should be able to determine how big your blast radius is.
Blast radius is related to attack time — the longer you wait, the
more damage you have to clean up.

Assessing the blast radius prepares you for the next step — the
recovery. If you have a solid, well-tested ransomware plan,
recovery should be straightforward.
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» Developing a plan to meet your recovery
goals
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» Automating recovery for speed and
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Chapter 5
Recovering Your Data
with Surgical Precision

nce you’ve detected an attack, stopped the damage, and

identified what files have been affected, it’s time to trig-

ger your recovery plan. A good recovery plan makes get-
ting back to normal operations as quick and painless as possible.
Precision and speed are essential to a fast and reliable recovery. In
this chapter, you find out how to build, test, and follow a ransom-
ware recovery plan that will get your organization back on track
after a ransomware attack.

Building a Rapid Recovery Plan

An effective ransomware recovery plan should give you the flex-
ibility to recover files in a granular fashion, meaning that you can
easily fetch clean copies of the files affected by the attack without
having to restore all backed up files. Once you know which files
you need to recover, you can execute the steps to recover those
files.

CHAPTER 5 Recovering Your Data with Surgical Precision 23



TIP

Backing up is only the first step

A good backup strategy is the foundation of ransomware recov-
ery, but the plan doesn’t stop there. The backups must also be
immutable and easy to access. Your recovery plan must also out-
line detailed and simple procedures for recovering data as well as
testing the plan itself.

Never trust an untested plan. Tests should be recurring and of
different intensity levels, from simple readthroughs up to full
failure recovery. The closer you move toward full failure testing
the risk increases, so you must carefully evaluate how you test
your recovery plan to avoid introducing excessive risk.

Assessing recovery time drives
recovery success

An important business requirement of any recovery plan is meet-
ing the organization’s recovery point objective (RPO) and recovery
time objective (RTO). The RPO is the maximum amount of data
your organization can afford to lose without seriously impacting
critical business functions. RPO is measured in time. So, if the
RPO is 24 hours, then the maximum amount of data that can be
lost is the amount that was created 24 hours before an attack or
failure. The RTO is the maximum amount of time it should take to
restore normal operations after an attack or failure.

Your recovery plan must detail how to restore the organization to
its RPO within the RTO. If the recovery process takes longer than
the RTO, your business processes will suffer.

Recovering Only What Is Necessary

24

Many ransomware recovery plans are based on restoring entire
computers. Whether you use virtualization and checkpoints or a
full backup image to restore a computer, you’re painting with a
very wide brush. A good threat remediation plan is more selective.
A ransomware attack doesn’t encrypt every file so you shouldn’t
restore every file to recover. In this section, you find a better way
to avoid extra work and save time.
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Focusing on only what you need

A heavy-handed approach to ransomware attack recovery could
add additional damage to the attack. People routinely make updates
and changes to data through the course of normal day-to-day
business functions. Many of these changes are coordinated across
multiple files, databases, or even computers. If you’re hit with a
ransomware attack and do a wholesale restore, then you’ll lose
all the updates that were made to that data since the backup was
written — even if that data wasn’t affected by the ransomware
attack. This can cause you to get out of sync with other systems or
lose important information, such as transaction data.

For example, suppose your organization sells pet supplies online.
A ransomware attack starts encrypting Microsoft Word and Adobe
Acrobat documents on your order processing server. You detect
the attack after several hours and follow an old ransomware
recovery procedure. The outdated procedure directed the incident
response team to shut down the computer and restore everything
to a point in time before the attack. Instead of just recovering the
affected files, you eliminate all orders that were taken since the
attack started and orphan all orders that have already been sent
to your shipping department. Your billing department is unhappy
because of the mess your “recovery” has created.

A far better approach would be to incorporate a multi-layered
service, such as Rubrik Data Remediation, into your recovery plan
to make it easy to recover only what you need.

TIP

In addition to avoiding a recovery operation that overwrites too
much data, recovering only what you need is faster, especially if
your backup solution provider exposes APIs that you can use.

Automating Recovery at Scale

The final step to a smooth ransomware recovery process is the
ability to automate repetitive and redundant actions. If you have
10,000 files that an attack encrypted, automating the restore pro-
cess for all those files makes the process faster and more depend-
able. In this section, you find out about practical strategies for fast
and effective file restoration through automation.
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Implementing APIs for unattended
recovery

An effective way to quickly access and retrieve files from an immu-
table backup file system is by using APIs. APIs can provide secure
access to files on demand and through a variety of host languages.
With flexible APIs, you can write software to access your files in
your favorite language. The beauty of using effective APIs is that
they let you bypass an inflexible user interface to directly access
your data. It’s your data. You should be able to access it however
you want. Flexible and secure APIs help you do that.

Scripting for high performance

Although APIs are often used to provide direct access to
individual files, embedding those APIs in scripts can result
in high-performance access to multiple files. APIs for data
access called from within scripts provide the icing on the cake
for ransomware recovery. Once you identify a list of files the
ransomware attack encrypted, you can write a script in your
favorite scripting language to carry out the restore. For each file
in your list, all you need to do is query your backup data using an
API to find the last backup version before the attack, and then call
another API to restore it. Your scripts, supported by your cyber
recovery solution’s APIs, will restore your organization to an
operational status quickly and efficiently.

A good cyber recovery solution, such as Rubrik, the example we’ve
used throughout this book, will offer effective APIs that support
the ability to easily access and restore specific files quickly and
at scale.
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Chapter 6
Ten Tips to Handling
Ransomware Attacks

fter learning about ransomware, it may seem that surviving
an attack is a daunting task. However, once you understand
the attacks, how to avoid them, and how to recover from
them, planning to confront ransomware can be a straightforward
project. This list gives you ten tips to putting a plan together to

thrive in the face of a ransomware attack.

»

»

»

»

Train users to avoid ransomware attacks. Train all users on
how to recognize common ransomware attacks and how to
avoid becoming a victim. Provide a method for users to report
suspicious messages or websites and train them to use it.

Turn on mail server filtering. Today’'s mail servers either
include options or support add-ons to filter mail messages
and attachments for suspicious content. Research how to
enable this feature for your mail server and use it.

Identify critical data. Take inventory of your organization’s
critical business functions and the data each one needs to
operate. Create a manifest of data that's critical to your
organization’s operations. This list of data should be the
focus of your protection and recovery efforts.

Choose the right backup service provider. Choose a
backup service provider that can guarantee immutable
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»

»

»

»

»

backups and easy access to unencrypted data through
flexible but secure APIs. Both of these features are integral
to Rubrik Security Cloud's design.

Back up data to an immutable destination. Frequently
back up all the data on your manifest to a backup service
provider that guarantees immutability to ensure ransom-
ware can't encrypt your backups.

Develop a recovery plan. While backing up critical data is a
great first step, you also need to develop a formal plan for
recovering data. Document the conditions under which you
should recover, who will carry out the recovery operations,
how to identify what to recover, and how to recover
identified data.

Train and deploy an incident response team. Assemble a
team of personnel with the express purpose of responding
to a suspected ransomware attack. The team should be fully
versed in the recovery plan and comfortable with their
clearly defined roles. Ensure each team member participates
in frequent tests to keep everyone ready to respond
whenever the demand arises.

Create automation templates for quick recovery. When
you need to activate your plan, all you should need to provide
is a list of data to recover. That means your plan should include
script templates to carry out the recovery process for just the
data you need to recover. Script templates give you the ability
to test the recovery process many times and fine-tune it.

Test your plan frequently. In addition to testing individual
scripts, it's important to test the entire recovery plan
frequently. The only valid plan is one that meets your RPO
and RTO requirements. Ensure all participating personnel
are comfortable with their roles and the plan flow. Frequent
tests validate the plan's effectiveness in changing environ-
ments and keeps personnel fresh and ready to go.

Monitor data for suspicious changes. Implement file
integrity monitoring on production filesystems to detect
suspicious changes, such as those consistent with ransom-
ware. You should also implement monitoring for backup
locations. Any unauthorized backup changes or unusual
changes to previously backed up data should be noted.
Ensure your backup service provider delivers alerts for
suspicious changes.
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Recover faster from ransomware

Businesses run on data. Cybercriminals know this and have gotten increas-
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encrypting critical data, and holding it for ransom. Ransomware has become
a real threat. But you can learn to fight it using the guidance in this book.
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