%% rubrik

ner

Rubrik Security Cloud - Government
Keep your data secure, monitor your data risks, and quickly recover your data,

wherever it lives

Data Protection

Keep your data readily available

Withstand cyberattacks, malicious insiders,
and operational disruptions with air-gapped,
immutable, access-controlled backups.

Intelligent Data Lock /\ Logical Air Gap
Encryption
Retention Lock Everywhere
Access Control / Immutable
at Every Level \/ by Design

V"_'lo‘ Data Threat Analytics
Monitor data risk and investigate faster
Continuously monitor for threats to your data,

including ransomware, data destruction,
and indicators of compromise.

@ Data Security Posture
Proactively reduce data exposure risk
Identify and monitor sensitive data exposure

and use intelligent insights to maximize data
security posture.
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Martin’s Risk Timeline

@ Cyber Recovery
Restore business operations faster
Improve cyber readiness and incident

response by easily testing, validating,
and orchestrating recovery workflows.

Contain Threats
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Logical Air Gap

Prevent unauthorized discovery,
access, mounting, or compromise of
data through non-SMB/NFS-based
network protocols.

Immutable by Design

Prevent unauthorized change,
encryption, or deletion of data by

storing data in a proprietary format and
verifying it with data integrity checks.

Achieve cyber resilience against cyberattacks, malicious insiders, and operational disruptions.

Granular Access Control

Prevent unauthorized account
compromise via granular role-based
access controls and credentials,
including MFA and TOTP protection
for user logins.

Policy-Driven Automation

Ensure data availability,
maintain compliance, and orchestrate

Data Risk Assessment Engine

Identify data exposure with automatic

scans to discover data attributes,
where the data resides, and how the

Anomaly Detection Engine

Investigate threats faster and avoid
reinfection by using ML to baseline
normal behavior, detect malicious

recovery using automated discovery

and policy-driven workflows. activity, and identify the attack scope.

data has changed.

Designed for US Government
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24x7%365 support by
qualified U.S. citizens
located on U.S. soil

Secure processing of
government data within
the United States

Dedicated instance for
federal, state, and local
agencies and contractors

9+ Years of Securing Federal, State, Local, and Education Organizations
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Rubrik is on a mission to secure the world's data. With Zero Trust Data Security™, we help organizations achieve
business resilience against cyberattacks, malicious insiders, and operational disruptions. Rubrik Security Cloud,
powered by machine learning, secures data across enterprise, cloud, and SaaS applications. We help organizations
uphold data integrity, deliver data availability that withstands adverse conditions, continuously monitor data risks and
threats, and restore businesses with their data when infrastructure is attacked.

3.8 rubrik

Global HQ

3495 Deer Creek Road
Palo Alto, CA 94304
United States

1-844-4RUBRIK
inquiries@rubrik.com
www.rubrik.com

For more information please visit www.rubrik.com and follow @rubrikinc on X (formerly Twitter) and Rubrik on LinkedIn.

Rubrik is a registered trademark of Rubrik, Inc. All company names, product names, and other such names in this
document are registered trademarks or trademarks of the relevant company.
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