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AT A GLANCE
The Rubrik M365 Enablement Accelerator is designed to expedite the integration of Rubrik Security Cloud as well as configuration of 
M365 and Azure EntraID workload protection. Rubrik Professional Services will conduct a workshop to define technical requirements 
and understand the existing environment. The output of the M365 Enablement Accelerator will be an integrated Rubrik Security Cloud 
solution, enabled protection for M365 objects, enabled protection of Azure EntraID, and demonstrated recovery processes.

This service is limited in deployment activity and is intended to teach customers how to best manage and deploy M365 policies 
themselves.

M365 Enablement Accelerator
(RA-PS-PMA)

BENEFITS
•	 Create and deploy a Rubrik protection 
strategy for M365 environment(s) 
as well as Azure EntraID, 
utilizing the expertise of Rubrik 
Professional Services

•	 Further enable Storage/Backup 
Administrators to configure and 
operate Rubrik environments

•	 Protect up to 100 M365 objects in 
1 tenant with defined SLA policies 

•	 Demonstrate recovery processes

ROLES AND RESPONSIBILITIES
Rubrik Professional Services

•	 Review and/or configuration of Rubrik

•	 Rubrik Security Cloud deployment and configuration

•	 Hands-on knowledge transfer

Customer Systems/Software Engineer

To ensure optimal delivery of services, customers are responsible for the following:

•	 Provide proper permissions for Rubrik Security Cloud to access customer 
cloud accounts

•	 To successfully demonstrate recovery operations, it is recommended that Customer 
provide ‘small sized’ test objects

KEY ACTIVITY AND OUTCOMES

ACTION RESPONSIBILITY OUTCOMES

Kickoff Planning Call
•	 Define possible limitations and 
constraints

•	 Consolidate project scope

Rubrik Professional Services, 
Customer relevant teams 
(Infrastructure, Backup, etc.)

	➜ Engagement summary

Deployment of Rubrik Security Cloud 
Solution

Rubrik Professional Services, 
Customer Systems Administrator(s)

	➜ Authentication with CDM (if applicable)
	➜ Rubrik Security Cloud Enablement walkthrough

M365 Protection Rubrik Professional Services, 
Customer Systems Administrator(s)

	➜ Protected M365 and Entra ID solution for up to 
100 users
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Rubrik is a cybersecurity company, and our mission is to secure the world’s data. We pioneered Zero Trust Data Security™ 
to help organizations achieve business resilience against cyberattacks, malicious insiders, and operational disruptions. 
Rubrik Security Cloud, powered by machine learning, delivers data protection and cyber resilience in a single platform 
across enterprise, cloud, and SaaS applications. Our platform automates policy management of data and enforcement 
of data security through the entire data lifecycle. We help organizations uphold data integrity, deliver data availability, 
continuously monitor data risks and threats, and restore businesses with their data when infrastructure is attacked.

Rubrik is a registered trademark of Rubrik, Inc. All company names, product names, and other such names in this document 
are registered trademarks or trademarks of the relevant company.
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EXCLUSIONS/LIMITATIONS
•	 Up to 100 M365 objects in 1 tenant across Rubrik supported M365 product lines
•	 Up to 1 Microsoft EntraID Domain protection
•	 Only integrate Rubrik Security Cloud features required for M365 configuration
•	 On-prem CDM deployment requires Rubrik Installation Services sold separately

TERMS AND CONDITIONS
Please refer to the PS Terms and Conditions for the terms and limitations of these services.

SCOPE AND PRICING
For more information about scope, pricing, and/or technical prerequisites, please contact your local Rubrik representative.

ABOUT RUBRIK PROFESSIONAL SERVICES
Rubrik Professional Services transforms possibilities into outcomes. Our portfolio of services uncovers and leverages the unique 
opportunities made possible by Rubrik technology. Drawing on our unparalleled product expertise and customer experiences, we 
collaborate with your team to identify and address technical challenges, improve operational efficiency, and maximize your investment 
in Rubrik.

WORK BREAKDOWN STRUCTURE

ACTION ACTIVITIES

Kickoff Planning Call 1.	 Scope definition and verification
2.	 Gather protection requirements
3.	 Gather prerequisites
4.	 Gather possible limitations and constraints
5.	 Consolidate project scope and outcomes defined
6.	 Engagement summary

Rubrik Configuration 1.	 Confirmation of email setup and login
2.	 Authenticate with Rubrik
3.	 Demonstrate Rubrik Security Cloud operations and dashboards as it pertains to M365

M365 Integration 1.	 Sync Microsoft Entra ID directory with Rubrik (as applicable)
2.	 Integrate M365 with Azure AD and configure User and Sharepoint Groups to enable 
Mass Recovery (as applicable)

3.	 Configure SLA policies for both M365 and Entra ID
4.	 Enable protection
5.	 Discuss and demonstrate available recovery processes including Mass Recovery of 
Mailboxes**

Project Conclusion 1.	 Review and validate project outcomes met
2.	 Engagement summary
3.	 Project sign off

PS terms and conditions found at https://www.rubrik.com/content/dam/rubrik/en/resources/policy/rubrik-ps-supplementary-terms.pdf.

https://www.rubrik.com/content/dam/rubrik/en/resources/policy/rubrik-ps-supplementary-terms.pdf
https://www.rubrik.com/content/dam/rubrik/en/resources/policy/rubrik-ps-supplementary-terms.pdf

