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Rubrik Identity Resilience

Roll Forward: Clean and Current 
Recovery for Your Identity Estate
Erase Persistence. Not Progress.

Today, 82% of breaches use stolen credentials rather than malware, meaning attackers log in, not break in. They blend into 
normal authentication traffic and plant persistence mechanisms that traditional backups, unable to separate malicious changes 
from legitimate modifications, unwittingly restore. Security teams are stuck in a paradox: wipe months of valid work or stay 
compromised. A full rebuild implies:

•	 Massive Data Loss: Rolling back wipes legitimate changes made since the snapshot: new hires, offboarding, password resets, 
group membership changes, and application syncs are erased.

•	 Post-Restore Debt: Even a successful restore leaves admins with weeks or months of manual re-entry to reintroduce 
everything the rollback erased.

Roll Forward with a Better Way: Remove Attacker Persistence. Keep Business Progress.

Rubrik’s Identity Roll Forward restores your IdP to a known clean state, then re-applies legitimate changes—such as new hires, 
password resets, group updates, DNS changes—automatically. That way, your systems are returned to clean and current in hours, 
not months. You lose nothing and remove attacker persistence.

The Roll Forward Difference
Detect and remove the changes that constitute attacker persistence, so a clean recovery is actually clean, persistence-
free, and constitutes a current directory state.

Roll Forward in 3 Steps

STEP 01

Restore to a Trusted Baseline

Rubrik’s Threat Hunting and Threat 
Monitoring scan backups for known 
IoCs. This helps you pinpoint a clean 
snapshot to recover. Rubrik restores 
your IdP to this clean baseline.

STEP 02

Analyze Identity Drift

After a full restore, Rubrik generates 
a comprehensive Diff Table that 
compares the current state against the 
clean state to identify changes made 
during compromise. Using signals from 
the Identity Intelligence Fabric [ITDR 
(CrowdStrike and Microsoft Defender 
for Identity), HRIS (Workday), and 
IGA (Sailpoint)], Rubrik automatically 
labels each change as safe, harmful, or 
unclassified.

STEP 03

Interactive Merge

The admin reviews the triaged changes 
and selects wanted changes to reapply. 
Rubrik pushes these changes into the 
live environment.

https://go.crowdstrike.com/rs/281-OBQ-266/images/CrowdStrike-2026-Global-Threat-Report.pdf
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Rubrik (RBRK), the Security and AI company, operates at the intersection of data protection, cyber resilience and 
enterprise AI acceleration. The Rubrik Security Cloud platform is designed to deliver robust cyber resilience and 
recovery including identity resilience to ensure continuous business operations, all on top of secure metadata and data 
lake. Rubrik’s offerings also include Predibase to help further secure and deploy GenAI while delivering exceptional 
accuracy and efficiency for agentic applications.
For more information please visit www.rubrik.com and follow @rubrikInc on X (formerly Twitter) and Rubrik on LinkedIn.
Rubrik is a registered trademark of Rubrik, Inc. All company names, product names, and other such names in this 
document are registered trademarks or trademarks of the relevant company.

Clean IdP !

Attack detected
Roll back to the clean baseline

Roll forward safe changes. Malicious changes stay out.

Roll back to a clean baseline. Then roll forward safe IdP changes. Remove attacker persistence mechanisms.

Safe change Malicious change

Where the IdP feeds downstream systems such as Salesforce or AWS, Roll Forward keeps them synchronized so the recovery 
itself does not cascade into new authentication failures.

Roll Forward: Business Value
1.	 Slash Recovery Time Objective (RTO): Using Rubrik to recover systems cuts RTO by as much as 84%. By automating the 

identification and re-application of changes made between the snapshot date and the point of failure, you avoid hours or 
weeks of manual work of reconciling changes with context from third-party tools.

2.	 Minimize Operational Disruption: In a standard restore, the business suffers a second hit when employees cannot log in 
and DNS/membership changes are wiped. Roll Forward ensures that these critical updates are preserved. Downstream 
applications that depend on the identity provider keep running and the business does not stall.

3.	 Zero Data Loss: Legitimate changes made since compromise, including onboarding, offboarding, and access changes, 
survive the recovery.

4.	 Remove Threats Surgically: Attacker-created accounts, group changes, and permission escalations are identified and 
removed based on evidence, not guesswork.

5.	 Accelerate Incident Response: What used to take weeks of manual audit and rebuild compresses to hours.

Clean and Current Recovery: Erase the Persistence, Not the Progress.

Rubrik doesn’t force you to make an impossible choice between losing months of business progress or staying in a compromised 
state. Identity Roll Forward gives you the ability to stay both clean and current. Organizations can purge attacker access, 
preserve months of critical identity changes, and reduce RTO from weeks to hours, ensuring the business stays resilient and 
moving forward.

Roll Forward is available for Active Directory, with Entra ID and Okta support on the roadmap. Contact your AE, or talk to us to 
learn more about how to make identity systems resilient.

Talk to us

SAFE HARBOR

Any unreleased services or features referenced on this page are not currently 
available and may not be made generally available on time or at all, as may be 
determined in our sole discretion. Any such referenced services or features do 
not represent promises to deliver, commitments, or obligations of Rubrik, Inc. 
and may not be incorporated into any contract. Customers should make their 
purchase decisions based upon services and features that are currently generally 
available.

NOTE

Please speak to Rubrik representatives to 
confirm the availability and functionality 
of Rubrik’s products and services before 
making any purchase or renewal decisions.
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