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In today’s evolving threat landscape, organizations face increasingly sophisticated data threats from cyber criminals,
bad actors, ransomware, and malware, all of which attack an organization’s data availability. These threats can also
unknowingly compromise the integrity of backups, leaving organizations without a known good recovery point.
Rubrik Cloud Vault, built on the foundation of Rubrik’s Zero Trust Data Security and combined with the security and
reliability of Google Cloud, provides organizations with the confidence of unparalleled data recovery.

GAIN CYBER RESILIENCY WITHOUT THE COMPLEXITY
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ENHANCED CYBER RESILIENCE OPERATIONAL SIMPLICITY
Immutable backups in an isolated, air-gapped Fully managed Rubrik data protection solution
environment ensure backup data integrity and with built-in security capabilities, including

recoverability in the event of security breaches, immutability, role-based access controls, quorum
data corruption, and cyber threats such as authorization, and comprehensive monitoring
ransomware, malware, and credential compromise. without the complexity.

Rubrik Cloud Vault -
Logical Air Gap

Google cloud-native workloads secured with Rubrik Cloud Vault

DATA SHEET | RUBRIK CLOUD VAULT ON GOOGLE CLOUD PLATFORM (GCP)



KEY FEATURES

1. Always-on object-level immutability: Data cannot be modified or deleted. Rubrik will automatically configure
and maintain immutability periods for each object based on SLA-defined retention in order to maintain
immutability.

2. Isolated air gap backup environment: A completely segregated and secure environment for backups,
preventing unauthorized access and potential cyberattacks, including credential compromise.

3. Fully managed data protection solution by Rubrik: A comprehensive data protection service with built-in
security features, eliminating the burden of configuration and management from IT teams.

4. Role-based access control: Reduce exposure by implementing least-privilege access to RCV actions.

5. Quorum authorization: Prevent unauthorized changes to data by requiring multiple stakeholders to approve
critical actions.

6. Storage tier flexibility: Optimize costs by using a combination of tiers. Choice between backup tier (30-day
minimum, instant recovery) and archive tier (365-day minimum, long-term retention)

7. Region flexibility: Choose either source region (creates locations per source region) or specific region for
cross-region redundancy

8. Multi-zone redundancy: Built-in redundancy and high durability across GCP zones
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Rubrik Cloud Vault
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For more information, visit https://www.rubrik.com/products/rubrik-cloud-vault

a®u. b 3 k Rubrik (NYSE: RBRK) is on a mission to secure the world's data. With Zero Trust Data Security™, we help organizations
.’...’. r U r I achieve business resilience against cyberattacks, malicious insiders, and operational disruptions. Rubrik Security Cloud,
o powered by machine learning, secures data across enterprise, cloud, and SaaS applications. We help organizations
uphold data integrity, deliver data availability that withstands adverse conditions, continuously monitor data risks and

Global HQ threats, and restore businesses with their data when infrastructure is attacked.
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