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Rubrik Zero Trust Data Security for Microsoft

Secure your data, wherever it lives, across enterprise, cloud, and SaaS

Together, Rubrik and Microsoft deliver Zero Trust Data Security to protect mission-critical applications and hybrid cloud
environments to defend against escalating ransomware threats. The tight integration and strong partnership has grown with
the rise of cloud adoption and complex data migrations.

The customer is responsible
for protecting their data

SHARED RESPONSIBILITY MODEL

Microsoft adopts the shared responsibility model for
security. This means that data security is also the

Applications / Databases

responsibility of the customer.
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Data is the most sought-after asset in today’s digital §
sy g . . . °
economy. Whether it's financial or consumer information, g
or intellectual property, your company’s fortune is often S
determined by your ability to secure that data from 8
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BENEFITS
BACKUP AND SECURE DATA IN PROTECT CRITICAL TURBOCHARGE RECOVERY
MICROSOFT AZURE MICROSOFT 365 DATA e L i R B
Secure your data, wherever it lives, Cyber-proof your Microsoft 365 with investigations with more data risk
across enterprise, cloud, and SaaS air-gapped, immutable data security for insights and speed up recovery
with Rubrik Security Cloud. resilience and rapid recovery at scale. time with automated responses.

RUBRIK SECURITY CLOUD — Your Zero Trust Data Security Platform
Whether running on-premises or in Azure, Rubrik provides a single, unified solution to protect and manage data.

With Rubrik Security Cloud, protect data in Microsoft Azure and ensure recoverability across Microsoft applications—including
Azure VMs and Managed Disks, Azure SQL, Microsoft 365, Azure NetApp Files, Azure Stack HCI, SQL Server, and physical or
virtualized Windows.

» Safeguard Microsoft environments and data from insider ro Data Threat Analytcs »
threats or ransomware with air-gapped, immutable, o
access-controlled backups.

e Continuously monitor data for ransomware, manage
sensitive data exposure, and hunt for indicators of
compromise

e Surgically recover apps, files, or users while avoiding
malware reinfection.
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RUBRIK CLOUD VAULT
Accessed via Rubrik Security Cloud, Rubrik Cloud Vault is a fully-managed A
service built using Microsoft Azure Storage. Reduce the risk of backup data
breach, loss, or theft by storing immutable copies of data in a Rubrik-hosted
cloud environment, isolated from core workloads. Prevent unauthorized
access to your data.

Rubrik Cloud Vault Logical air gap

» Logically air-gapped archive so you can readily recover from cyber attacks
» Fully-managed service reduces data risk and operational complexity

» Predictable cost that includes all charges to stay within budget On-prem data source

RUBRIK FOR MICROSOFT 365

Microsoft 365 is a prime cyber attack target - and puts business continuity
at risk. While Microsoft provides data governance tools, there is no recovery
SLA and Microsoft recommends offline backups as the first step to
ransomware recovery.

With Rubrik, secure Microsoft 365 data with policy-based protection via Rapid recovery from
SaaS-based Rubrik Security Cloud. Rubrik offers security, simplicity, and flecess contiol ransomware
performance for search and restore operations across Exchange Online,
OneDrive, SharePoint, and Teams. With Rubrik, cyber-proof Microsoft 365
data with air-gapped data resilience, automated protection and rapid recovery
at enterprise scale.

. o Recover from accidental
Retention Policies .
deletion and data loss

Policy-driven protection

Litigation holds for all users

TURBOCHARGE RECOVERY — Don’t Pay the Ransom

Rubrik Enterprise Edition integrates with Microsoft Sentinel to bridge the gap
between Security and IT Operations. Together, Rubrik and Microsoft provide
a common view of data risks to surgically and rapidly recover while avoiding $ Microsoft % rubrik
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malware reinfection to keep businesses up and running.

MICROSOFT AND RUBRIK PARTNERSHIP to help understand the scope and root cause

of an attack

In 2021, Microsoft pledged $20B to invest in cybersecurity. As part of this
effort, Microsoft invested in Rubrik with the aim to jointly develop Zero
Trust data protection solutions including Microsoft 365, hybrid cloud data
protection and integrated cloud services, all built on Microsoft Azure.
Rubrik manages hundreds of petabytes on Azure and they share over 2500 with prebuilt workflows and blueprints and
L. . . ) better IT/SecOps collaboration

joint customers. All Rubrik products are available on the Microsoft Azure

Marketplace and can be used to decrement Microsoft Azure Contract

Commitments (MACC).

easily identify last known “clean copy”

RUBRIK AND MICROSOFT CUSTOMERS
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j”.‘ b -k Rubrik is on a mission to secure the world's data. With Zero Trust Data Security™, we help organizations achieve
.’. .’- rU rl business resilience against cyberattacks, malicious insiders, and operational disruptions. Rubrik Security Cloud,
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powered by machine learning, secures data across enterprise, cloud, and SaaS applications. We help organizations
uphold data integrity, deliver data availability that withstands adverse conditions, continuously monitor data risks and

Global HQ threats, and restore businesses with their data when infrastructure is attacked.

3495 Deer Creek Road 1-844-4RUBRIK For more information please visit www.rubrik.com and follow @rubrikinc on X (formerly Twitter) and Rubrik on LinkedIn.

Palo Alto, CA 94304 inquiries@rubrik.com Rubrik is a registered trademark of Rubrik, Inc. All company names, product names, and other such names in this

United States www.rubrik.com document are registered trademarks or trademarks of the relevant company.
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