Rubrik for SAP HANA

OVERVIEW
Organizations are accelerating their pace of digital transformation like never before, as they digitize services quickly at scale to meet rising
customer demands and create new revenue channels. This increased pace of business amplifies the pressure on DBAs and IT Operations
teams, who are already working hard to address increasing needs without sacrificing security or data protection.
SAP HANA is an in-memory, column-oriented, relational database management system (RDBMS) used to store mission-critical data for
multi-tier applications that are utilized to support the growing business needs. Because SAP HANA powers mission-critical applications,
backups must be easily accessible and quickly recoverable. With traditional and existing data backup approaches, unfinished backups can
go undetected, database refreshes may take days, and manual scripting is necessary to enable multi-step workflows. When dealing with
large databases, organizations run the risk of lengthy RTOs and data loss.
Rubrik empowers organizations by delivering a single solution for Intel x86 and IBM Power systems that unifies and automates the
protection of SAP HANA environments across on-premises and the cloud. With Rubrik, backup teams can automate the discovery of
their SAP HANA databases and keep them protected with a single SLA policy engine. They can monitor the state of their data protection
across their organization and support short recovery point objectives (RPOs) and recovery time objectives (RTOs) to keep their systems
running. They can do all of this without affecting the ability of SAP HANA admins to perform on-demand backups and restore operations
using native tools such as SAP HANA Cockpit and SAP HANA Studio.
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RUBRIK FOR SAP HANA ARCHITECTURE OVERVIEW
Rubrik integrates with SAP HANA through its native Backint integration.
The following diagram describes a high-level overview of how the Rubrik SaaS platform integrates with SAP HANA to provide backup
functions.

• The Rubrik Backup Service (RBS) software is deployed
on the host or cloud virtual machine running the SAP
HANA database.
• Rubrik has implemented a Backint client, which gets
deployed once the RBS software is deployed and configured
on the host.
• The host is then automatically discovered by the Rubrik SaaS
platform (Rubrik).
• Once discovered, customers can assign SLA Policies from
Rubrik, which automates backup frequency, retention,
replication, and archival for forever incremental backups.
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• Rubrik’s Backint client then leverages the native APIs of SAP
HANA for providing backup and restore functionality.
• Rubrik uses the control path flow to retrieve the metadata,
then uses this metadata to add the SAP HANA host and
system and discover the databases.
• Rubrik uses the data path flow to ingest the data to Rubrik’s
immutable file system and retrieve the backups for restores.
• The same architecture and functionalities are used across onpremises and supported public clouds.

RUBRIK SOLUTION KEY FEATURES

Storage Efficiency:

With SAP HANA protection, the Rubrik SaaS Platform
automates the discovery of SAP HANA databases and allows
the administrators to configure SLA-driven policies for backup.
Rubrik SaaS Platform supports the protection of SAP HANA
databases running both on-premises and in the AWS, Azure, and
GCP public clouds.

• Leverage data reduction capabilities to reduce the overall
total cost of ownership (TCO).

Rubrik provides the following key capabilities with a single
software solution while backing up and protecting SAP HANA
databases:

Hassle-Free Connector:
• The Rubrik platform integrates to SAP HANA with Rubrik
Backup Service (RBS), a self-managing connector.
• There are no tedious manual steps required on the SAP
HANA host other than a straightforward deployment of the
RBS agent.

Certified Protection:
• SAP has certified Rubrik as a 3rd party backup tool for
integration with SAP HANA Backint for Intel x86 (SAP HANA
2.0 SPS 05 via HANA-BRINT 1.5) and SAP HANA Backint for
IBM Power Systems (SAP HANA 2.0 via HANA-BRINT PW 1.5).
• RBS software, once deployed on the SAP HANA host,
manages the Backint configuration.

Native Integration:
• Rubrik includes catalog integration so customers can continue
to use either SAP HANA Studio or SAP HANA Cockpit to
trigger restores.

Automated Discovery:
• As the SAP hosts and systems are added to Rubrik, the SAP
HANA databases are automatically discovered when created.

Declarative SLA Policy Engine:
• Streamline the protection of SAP HANA databases by
assigning SLA policies that configure backup frequency,
retention, archival, and replication using the same engine.

Enterprise Scale:
• Protect SAP HANA Tenant Databases on a single node or
SAP HANA Databases across multiple nodes for scale-up and
scale-out use cases.

Point-in-Time Granularity:
• Leverage data and log backups to enable point-intime recovery.
• Roll forward log backups on top of data backups for granular
control over recovery points with the default log-backup
frequency of 15 minutes or lower.

Unified Management and Reporting Platform:
• Enable DBAs to use existing SAP HANA tools like SAP HANA
Studio while empowering traditional backup teams. Keep
your SAP HANA databases protected across on-premises and
cloud with centralized visibility and control.
•

Active Monitoring: View the status of data and log backups
from a centralized activities pane.

•

Comprehensive Compliance Reporting: View backup
summary information, latest recovery points, and identify
which backups have failed across your environment.

Rubik’s SAP HANA protection is certified by SAP for x86 and
Power systems

CONCLUSION
Organizations rely on Rubrik to protect their mission-critical
SAP HANA databases and applications. Rubrik delivers
comprehensive protection and automates the discovery and
protection of SAP HANA environments across on-premises and
the cloud with a single SLA policy engine. To learn more, check
out our website.

• It supports full, incremental, and differential backups.
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Rubrik, the Zero Trust Data Security Company™, delivers data security and operational resilience for enterprises.
Rubrik’s big idea is to provide data security and data protection on a single platform, including: Zero Trust
Data Protection, ransomware investigation, incident containment, sensitive data discovery, and orchestrated
application recovery. This means data is ready at all times so you can recover the data you need, and avoid paying
a ransom. Because when you secure your data, you secure your applications, and you secure your business.
For more information please visit www.rubrik.com and follow @rubrikInc on Twitter and Rubrik, Inc. on LinkedIn.
Rubrik is a registered trademark of Rubrik, Inc. Other marks may be trademarks of their respective owners.
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