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to learn how Rubrik can help your organization stay safe.

As one of the leading energy companies, Phillips 66 Is always looking for innovative ways
to remain cyber resilient against evolving cyber threats. Rubrik helps protect your downstream,
customers, and critical infrastructure by securing your position as a trusted organization.

The average ransomware attack causes 21 days of downtime, and ransom demands have
exceeded $1 million in some cases. Rubrik can help Phillips 66 achieve cyber resiliency and
stay ahead of data breaches, so you can recover quickly without paying a ransom to retrieve
your data. We can help you ensure your backups are protected and resilient.

When you're protected by Rubrik, you can be sure that your data is always ready.

In times of crisis, you can:

- Keep backups safe from criminals: \With Rubrik, you can rest easy
knowing that nothing can modify or overwrite your backup data.

- Protect against data exfiltration: Know what types of sensitive data
you have, where It lives, and who has access to it.

- Automate data protection: \Vith automation, you can easily manage
hybrid and multi-cloud environments with one simple interface.


https://www.rubrik.com/resources/white-papers/21/comprehensive-ransomware-recovery-plan

Face threats head-on with a robust ransomware defense strategy

Ransomware is an ever-evolving threat to your customer’s most sensitive information. As Phillips 66
continues to invest in its future, you must reduce the impact of cybersecurity threats. Together,
Phillips 66 and Rubrik can achieve cyber resiliency and:

- Reinvent your ransomware protection strategy with end-to-end encryption that allows you to level up.

- Enjoy peace of mind knowing that Rubrik’s ransomware recovery warranty guarantees up to $5M* for
Rubrik Enterprise Edition.

Enhance security while managing resources and platform integrity

Your customers deserve to know that data breaches aren’t affecting their safety. Rubrik can help Phillips 66
stay protected with next-generation data security technology. Entrusting your data security to Rubrik can
also help you:

- Scale solutions to your unigue needs. With Rubrik, you can protect your sensitive information, no matter
where it's housed or how much storage it requires.

- Know your data is secure by design. Your backups are safeguarded against ransomware and other threats
because Rubrik helps preserve data integrity.

Bridge the gap between IT and OT for a connected
ransomware strategy

Advances in technology open many doors for companies like Phillips 66, but these opportunities should
be approached strategically. Connecting your informational and operational technologies doesn't have
to mean your security is at risk. When you close the gap with Rubrik, you can:

- Know your critical information is protected. Your technology is covered across the organization, eliminating
access points to potential weaknesses.

- Minimize risk and increase visibility by conglomerating your entire cloud environment.

*Terms and conditions apply. Refer to warranty agreement for more information. This warranty may be subject to additional local laws and regulations in certain jurisdictions.
Rubrik reserves the right to modify the terms of this warranty or refuse to offer this warranty in any jurisdiction in its sole discretion due to requirements imposed by local laws and regulations.
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Case Studies

Rubrik is passionate about disaster recovery and is here to help Phillips 66 harness
the power of our platform. We are sharing a few success stories with you to show
you how other organizations have secured their response strategies.

Langs Building Supplies With Rubrik,
ransomware victims
have obtained:

0%

Protected sensitive information with no data loss and full recovery:

« $0 in ransom paid to the hackers
* 0% data loss for the company
* 100% recovery from attack within 24 hours

Read the case study

data loss
Yuba County
Strengthened its disaster response strategy while surviving a ransomware attack: $o
« $0 ransom paid
« 100% of backups recovered within one week paid in ransom

e Near-zero RTO

* Over 90% management time savings for a gain of 26 days of productivity o
Read the case study 100 /o

recovery

Contact Jay Lewis | to learn more about how Rubrik

can help you protect your data and applications. .:. rubrik


https://www.rubrik.com/customers/langs-building-supplies
https://www.rubrik.com/customers/langs-building-supplies
https://www.rubrik.com/customers/yuba-county
https://www.rubrik.com/customers/langs-building-supplies
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