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Become Cyber
Resilient on AWS




"65' Gain Data Visibility
L™ and Control

Automatically discover and
classify sensitive and unprotected
data across your entire hybrid
cloud environment— from a single
pane of glass.
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Confidently Back Up
and Recover

Establish immutable, isolated
recovery points via a policy-driven
framework that ensures rapid
recovery from cyber incidents and
operational disruptions.
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G)\ Reduce Risk G@; Lower TCO
of Data Theft Identify redundant backup
Cut data exposure risk by data and intelligently transition
contextualizing threats, identifying data to cost-optimized storage
over privileged users, and without maintaining expensive
monitoring for suspicious activity. snapshots.

" With Rubrik, it only took 36 hours to migrate our entire
infrastructure, around 2,000 virtual machines, into Amazon S3.
Rubrik allowed us to integrate seamlessly with Amazon S3 and
securely mobilize our applications from on-prem to cloud.”

— Dave Vassall, Systems Analyst, UC San Diego
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Our Joint Solutions

Our joint solutions protect a wide range of AWS environments, ensuring

comprehensive security and recovery.

AWS Native Data Protection

With Rubrik, customers can simplify and automate
data protection and enable cloud mobility in AWS.
Backup to the cloud for cost-effective, long-term
archival. Easily on-ramp to public cloud with
automated VM conversion. Natively protect cloud
apps and workloads, and recover with confidence.
It's cyber resilience for AWS cloud data— delivered
with lower TCO and the convenience of a single
pane of glass.

Data Security Posture
Management (DSPM)

Rubrik’s DSPM solution offers advanced
capabilities to proactively mitigate data risks and
protect sensitive and regulated information. With
features such as comprehensive data inventory,
discovery of high-risk identities, and visibility into
overexposed, unprotected, and obsolete data,
Rubrik provides extensive coverage to safeguard
your valuable assets.

Use Cases

Rubrik and AWS's solutions address critical business
needs, from automation to advanced data protection
and recovery, streamlined management, and cost
efficiency.

@ SLA AUTOMATION
Replace hundreds of manual, backup jobs with
global SLA policies and standardize frequency,
retention, and replication.

Rubrik Cloud Vault

Rubrik Cloud Vault will enable an offsite layer of
cyber resilience with secure, immutable data copies
in an isolated, air-gapped AWS environment. With
Rubrik Cloud Vault, businesses can be confident that
they’ll have reliable recovery from threats to primary
AWS environments, including cyber incidents,
operational failures, and natural disasters.

Rubrik Annapurna*

Rubrik Annapurna will enable fast access to secure
data embeddings from all your enterprise data

and metadata in Rubrik Security Cloud across
on-premises, cloud, and SaaS. Rubrik Annapurna

is designed to mitigate the risk of data breaches,
compliance violations, or unauthorized access
during Al operations. Together, Annapurna’s powerful
and secure data retrieval and Amazon Bedrock’s
access to high-performing foundation models will
deliver powerful and secure pre-embeddings that
turbocharge GenAl initiatives.

? PROTECT CRITICAL DATA

® Secure essential business data with integrated
Rubrik and AWS solutions, ensuring robust
protection against threats.

@ RECOVER FROM CYBERATTACKS
Quickly restore operations after cyberattacks,
minimizing downtime and mitigating impact with
advanced recovery options.

ENSURE BUSINESS CONTINUITY
Operate smoothly with reliable backup and
recovery solutions that maintain business
continuity during disruptions.
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NAS Cloud Direct for AWS

Rubrik NAS Cloud Direct for AWS provides efficient
data protection through a petabyte-scale unstructured
data protection-as-a-service solution. Customers
will see high-performance and scalable enterprise
backup and archive services specifically designed
for unstructured file and object data. By harnessing
the capabilities of Rubrik NAS Cloud Direct for AWS,
businesses can confidently safeguard their critical
unstructured data while scaling their backup and
archival processes to meet the ever-growing
demands of modern data environments.

q SIMPLIFY BACKUP MANAGEMENT
=® Streamline backup processes with unified
tools from Rubrik and AWS, making data
protection more efficient.

:I SUPPORT COMPLIANCE EFFORTS

= Rubrik automatically discovers, classifies, and
—-© ; -
reports on where certain types of sensitive data
reside to help comply with regulations.

@ OPTIMIZE COSTS
®

Cut costs with scalable, efficient data
management solutions that enhance your
IT investment.

SUPPORTED AWS SERVICES:
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AWS EC2 AWS RDS AWS S3 AWS EBS
Amazon
Aurora m
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AWS Aurora AWS EFS AWS FXs Amazon EKS

Microsoft” .
SQLServer vmware
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Key Joint Customers

Rubrik and AWS enable today’s leading organizations to secure and recover
their critical data with confidence.
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'l The idea of incorporating Amazon EC2 backups into the same data
protection solution as out on-premise backups was a no-brainer.
We're currently protecting JIRA applications with Rubrik on Amazon
EC2, but see huge growth potential moving forward.”

— Michael Kientoff, Senior Systems Administrator, Meredith
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rubrik | AWS
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Secure your AWS
infrastructure and data

Combine AWS'’s industry-leading infrastructure with
Rubrik’s best-in-class data management and protection.
Rest assured knowing you have the right tools to ensure
that your critical data is secure and always available and
recoverable when you need it the most.
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Connect with an Expert

See how our joint solutions safeguards AWS environments, ensuring
that your critical data is protected and easily recoverable.

Rubrik helps organizations achieve business resilience against
cyberattacks, insider threats, and operational disruptions. Our
innovative platform secures your data across enterprise, cloud, and
SaaS environments, combining backup, recovery, and cybersecurity
to ensure your business remains unstoppable.

Any unreleased services or features referenced in this document are not currently available and may not be made generally
available on time or at all, as may be determined in our sole discretion. Any such referenced services or features do not
represent promises to deliver, commitments, or obligations of Rubrik, Inc. and may not be incorporated into any contract.
Customers should make their purchase decisions based upon services and features that are currently generally available.


https://www.rubrik.com/contact-sales

