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Rubrik Data Security Posture Management (DSPM)
Enablement Accelerator

(RA-PS-DSPM)

AT A GLANCE

The Rubrik Data Security Posture Management (DSPM) Enablement Accelerator is designed to support customers to seamlessly
onboard, install, and reinforce their data security posture. Rubrik Professional Services will collaborate closely with the customer’s IT
Security and Data Security teams to implement the DSPM solution effectively, identify potential gaps, and strengthen the overall data
security posture.

This service is limited in deployment activity and is intended to teach customers how to best manage and deploy DSPM policies

themselves.
BENEFITS ROLES AND RESPONSIBILITIES
« Data Intelligence - Get granular visibility into the assets Rubrik Professional Services
where data resides, including information on asset risk « Deploy Rubrik DSPM to customer-selected environment

levels and asset sensitivity levels » Hands-on training and knowledge transfer

« Data Access Governance (DAG) - Simplify access

management by understanding who can access what data Customer Systems/Software Engineer
and gaining complete, ongoing insight without manual To ensure optimal delivery of services, customers are
collection responsible for the following:

o Ensure that the worksite is prepared for the engagement
services and that all environment and operational
requirements are met

« Data Risk Management - Enforce data security best
practices and data policies

+ Data Detection and Response (DDR) -Identify and respond « Provide the availability of a Customer staff member
to data threats in real-time, minimizing damage from data with appropriate Administrator access to in-scope
exfiltration, insider threats, and accidental data leaks Rubrik platforms

KEY ACTIVITY AND OUTCOMES

Kickoff Planning Call Rubrik Professional - Engagement summary
« DSPM introduction Services, Customer-

relevant teams

(Application Owner,

Cloud, Security, etc.)

« Define possible limitations and
constraints

+ Consolidate project scope

Deployment of Rubrik DSPM Rubrik Professional
Services, Customer-
relevant teams
(Application Owner,
Cloud, Security, etc.)

Add/Confirm Cloud Account for DSPM
Select/Add Outpost Account

Configure Target Account/SaaS Application
Add up to two (2) Application sources
Configure up to five (5) Data types

Configure up to two (2) Custom Data Categories
Engagement Summary
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ACTION RESPONSIBILITY OUTCOMES

Knowledge transfer of deployment Rubrik Professional =» The following DSPM features enabled:
and operational procedures related to Services, Customer- « Data Discovery and Classification
the Rubrik DSPM product relevant teams

- + Data Risk Management
(Application Owner,

Cloud, Security, etc.) « Data Detection and Response

« Data Access Governance

EXCLUSIONS
« Does not include configuration of SSO Authentication
« Does not include scripting or automation

LIMITATIONS

« Up to one (1) Outpost Account

« Up to three (3) Target Accounts

e Only Rubrik DSPM supported Third-Party Integration
« Configure up to two (2) Application sources

« Configure up to five (5) Data types

« Configure up to two (2) Custom policies

TERMS AND CONDITIONS

Please refer to the PS Terms and Conditions for the terms and limitations of our services.

SCOPE AND PRICING
For more information about scope, pricing, and/or technical prerequisites, please contact your local Rubrik representative.

ABOUT RUBRIK PROFESSIONAL SERVICES

Rubrik Professional Services transforms possibilities into outcomes. Our portfolio of services uncovers and leverages the unique
opportunities made possible by Rubrik technology. Drawing on our unparalleled product expertise and customer experiences, we
collaborate with your team to identify and address technical challenges, improve operational efficiency, and maximize your investment
in Rubrik.

WORK BREAKDOWN STRUCTURE

ACTION ACTIVITIES

Kickoff Planning Call 1. Scope definition and verification of workloads
2. Gather protection requirements
3. Gather prerequisites
4. Gather possible limitations and constraints
5. Consolidate Project scope and define outcomes

Deploy Rubrik DSPM

—_

Add up to three (3) Customer Cloud Accounts

Add up to one (1) Outpost Account

Connect up to one (1) Rubrik DSPM supported Third-Party Integration
Configure Notification and Alerting

Configure up to five (5) Data types

Configure up to two (2) Custom Data Security Policies
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Define/Create Sensitivity Levels
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https://www.rubrik.com/content/dam/rubrik/en/resources/policy/rubrik-ps-supplementary-terms.pdf

ACTION ACTIVITIES

Review DSPM Dashboard and 1. Overview of DSPM Dashboards
Modifications Review and create Risk Management Policies
Review Data Security Violations

Review Threat Alerts

Review Data Insights and Analytics

Observe and Report Results

Customer Q&A

No oo or e

Project Conclusion 1. Validate project deliverables met
Engagement summary

3. Project close out

PS terms and conditions found at https://www.rubrik.com/content/dam/rubrik/en/resources/policy/rubrik-ps-supplementary-terms.pdf.

a0u. b M k Rubrik (NYSE: RBRK) is on a mission to secure the world's data. With Zero Trust Data Security™, we help organizations
v’. ." r U r I achieve business resilience against cyberattacks, malicious insiders, and operational disruptions. Rubrik Security Cloud,
“®! powered by machine learning, secures data across enterprise, cloud, and SaaS applications. We help organizations
uphold data integrity, deliver data availability that withstands adverse conditions, continuously monitor data risks and

Global HQ threats, and restore businesses with their data when infrastructure is attacked.
3495 Deer Creek Road 1-844-4RUBRIK For more information please visit www.rubrik.com and follow @rubrikinc on X (formerly Twitter) and Rubrik on LinkedIn.
Palo Alto, CA 94304 inquiries@rubrik.com Rubrik is a registered trademark of Rubrik, Inc. All company names, product names, and other such names in this

United States www.rubrik.com document are registered trademarks or trademarks of the relevant company.
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