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Achieve End-to-End Cyber

Resilience for Microsoft 365

Gain a Unified Strategy to Protect Your Critical Data
and ldentity Infrastructure with Rubrik

5 Microsoft

Microsoft 365 is the productivity engine of your organization, but its criticality
makes it a primary target for cyberattacks. Relying on native tools alone creates
dangerous resilience gaps, putting the onus on you to introduce immutability,

air-gapped security, and orchestrated recovery capabilities.

COMPLETE CYBER RESILIENCE ON A UNIFIED PLATFORM

Rubrik delivers complete Microsoft 365 cyber resilience by unifying immutable data protection, advanced
recovery orchestration, proactive data security posture management (DSPM), and critical AD/Entra ID identity
recovery on a single platform. This approach helps you identify, prevent, and recover from threats, maintaining

business continuity by minimizing disruptions.

WHY RUBRIK FOR MICROSOFT 365?
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Board-Level Assurance Increased Uptime Streamlined

& Reduced Risks & Rapid Recovery Governance

Confidently demonstrate Achieve business Simplify compliance
resilience and proactively continuity with rapid and governance by easily
reduce data and identity recovery of data and meeting mandates and
risks by detecting and identity, including Active stringent cyber insurance
hunting for threats earlier. Directory and Entra ID. prerequisites.
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Innovation

Enable the safe adoption
of new technologies like
Al with data and identity
controls.
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EXTEND THE VALUE OF MICROSOFT 365 BACKUP STORAGE

Rubrik complements and enhances your Microsoft 365 investment by delivering end-to-end cyber resilience,
combining cyber posture with cyber recovery. Its solution integrates with Microsoft 365 Backup Storage to
provide centralized data management for bulk and granular recovery. Together with Microsoft, Rubrik helps you
keep data resilient with a more comprehensive security solution that addresses native tool limitations and strict

regulatory requirements.
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Automated Accelerated

Risk Mitigation Cyber Recovery

= Proactive data risk » Fast, clean, and safe
management restores

= Continuous discovery » Pinpoint clean recovery
and classification of points with intelligence
sensitive data = Enable up to 100x faster

= Remediate risky identities operational recovery

= Prepare for Al initiatives
like Microsoft 365 Copilot

HELPING UC IRVINE HEALTH PROACTIVELY
SHIELD PATIENT DATA

UC Irvine Health, a leading trauma center serving over 3 million
patients, adopted Rubrik with Microsoft 365 Protection to strengthen
cyber resilience and streamline data recovery. Facing rising IT risks,
the organization prioritized patient safety through rapid recovery and
minimal disruption. Its preparedness for cybersecurity events has
significantly improved through regular tabletop exercises and a unified

approach to protecting sensitive healthcare data.

Orchestrated
Identity Recovery

= Protect AD and Entra ID
from compromise

= Robust, air-gapped
recovery for hybrid
environments

= Restore the “keys to
the kingdom” in hours
to minimize business
paralysis
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Immutable
Protection

= Automated, policy-
driven backups

= Secure, logically air-
gapped architecture

= Zero Trust approach
ensures your backups
cannot be encrypted or
modified, giving you a
safe harbor for recovery

‘Rubrik’s platform offers
us the confidence to
quickly recover and
maintain our commitment
to patient care, making

it a cornerstone of our
cyber resilience strategy. ”

Jim Davis, CTO and VP of
Technology, UC Irvine Health

OPTIMIZE YOUR RECOVERY PERFORMANCE WITH RUBRIK AND MICROSOFT

Ready to assess your Microsoft 365 cyber resilience?
Contact Rubrik for a comprehensive assessment today.

( Learn More )

A0, b M k Rubrik (NYSE: RBRK) is on a mission to secure the world's data. With Zero Trust Data Security™, we help organizations
.’.’." r U r I achieve business resilience against cyberattacks, malicious insiders, and operational disruptions. Rubrik Security Cloud,
o powered by machine learning, secures data across enterprise, cloud, and SaaS applications. We help organizations
uphold data integrity, deliver data availability that withstands adverse conditions, continuously monitor data risks and

Global HQ threats, and restore businesses with their data when infrastructure is attacked.

3495 Deer Creek Road 1-844-4RUBRIK For more information please visit www.rubrik.com and follow @rubrikinc on X (formerly Twitter) and Rubrik on LinkedIn.
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