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Introduction

This whitepaper is designed for the technical audience to look a tad deeper into the how we do it.
Laminar's Cloud Data Security Platform is based on our cloud-native DeepScan™ Technology that
is both agentless, asynchronous, and with zero interruption to performance or data flow making

it very simple and fast so customers can start to derive value from Laminar literally in a matter of
minutes. This whitepaper will focus on the AWS environment and although DeepScan is very similar
for Azure and GCP the exact cloud-native methods are native to each cloud service provider (CSP).

DEPLOYMENT
Installing Laminar is a simple install of a Cloud Formation stack. Laminar provides customers with
a template and with just a few clicks in the AWS console is installed.

The Laminar deployment consists of three different parts:

1. Cross-account Role — allows Laminar service to query metadata about the client's
environment, such as the names and sizes of S3 buckets. The Laminar service, running in
Laminar's cloud account, assumes this role in order to understand what resources the client
has and present them to the user. This role does not allow any access to the data itself,
such that no data can ever leave the client's environment through the cross account role.

2. Laminar Internal Role — this is the role that Laminar's workload uses inside of the client
environment to analyze and classify data. This role can only be assumed on compute
nodes running inside of the client's environment — in particular lambda functions and EC2
instances. Laminar scans the data and sends only the metadata results of the classification
(such as types and count of PII) to Laminar servers outside of the client network.

3. Laminar Compute Environment — Laminar creates a new private network inside of the client's
cloud account. This network houses Laminar's compute resources and allows Laminar'’s
service to access client data while keeping the data within the client's cloud environment.
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DISCOVERY

Laminar scans for and discovers all of the data assets in the client's
cloud environment without the need for any user/owner credentials,
just the cross-account role. Discovery is necessary because these
data assets are unknown to data security teams as well as their
corresponding access credentials.

Managed data assets are found by using AWS API calls through the cross-
account role Laminar installs during deployment. Using the API, Laminar
can list all of the S3 buckets, RDS databases, DynamoDB tables, and more.

Hosted data stores, such as EC2 instances running Postgres databases,
can be more difficult to detect without Laminar. They can not be queried
by using APIs and are often not documented at all.

Using Laminar DeepScan™ Technology, Laminar scans the disk of all
running EC2 instances in the client environment and discovers databases
and other datastores. This operation happens on a clone of the disk and
does not affect running systems at all. This takes place entirely within
the client's cloud environment such that no potentially sensitive data
escapes the client’s cloud.

CLASSIFICATION

In order to read and classify client data, Laminar creates lambda
functions that run within the client's cloud account. Laminar cannot
access client's data from outside of this environment.

The way Laminar reads data is dependant on the type of data asset:

¢ Managed Storage — Services whose hosting and data access
are fully controlled by a cloud provider, such as AWS S3. Laminar's

Complete view of data assets and classified data in cloud account.

internal role can simply use the AWS API to read this data

¢ Managed DB — Services such as RDS which are managed by AWS
but not available through AWS API to read the data. Laminar creates
an ephemeral clone of each RDS database. This clone is attached
to the Laminar network inside of the client's cloud account so that
it can be scanned. After classifying the data types, this clone is
destroyed. Because Laminar only accesses clones of data, tasks
performed by Laminar will never affect production systems.

e Hosted — Datastores running directly on virtual machines or other
compute platforms. As described above, in order to discover these
data stores, Laminar creates a clone of the disk and scans for
datastores. Laminar uses these same clones to parse and classify
the data from the datastore. Like with Managed data assets, this
clone is attached to the Laminar network inside client environments
and deleted after the data is classified.
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Once the data is read, Laminar classifies the data to search for sensitive SECURITY POSTURE

data — PII, PCI, PHI, and more. Laminar also supports custom definitions Laminar scans the access controls and security measures of each

of sensitive data to search for in cloud environments. data asset. Together with the Discovery and Classification techniques
discussed above, Laminar will generate a score for sensitivity and risk of

Laminar's classifier is based on three stages: each data asset that can give an understanding of the security posture of

) . assets based on their contents as well as their permissions and security.
1. Context Awareness — Laminar uses contextual clues in order

to ascertain the type of data. Most of the data found in cloud
environments is structured data such as SQL databases and .CSV
files or partially structured data such as .JSON or log files. Laminar
uses the field names found in a data store, information about nearby
fields, and a scan of nearby data above and below the current data
to create contextual clues that help inform the classification of the
data. Based on the contextual clues, Laminar creates a listing of
possible data types and probabilities that are fed to the next stage

Laminar will generate issues based on either predefined or custom
security rules. Predefined rules are continually updated by Laminar
security researchers and represent issues such as:

e Database backup found in public S3 bucket
e Pll not encrypted at rest
e Logging not enabled for database with PCI

2. Data Match — Given the possible data types, Laminar determines e Abandoned data asset — data asset with sensitive data was not
if the data matches the expected format. This is usually done using accessed in the past 90 days.
regular expressions to match the data. Because of the contextual
clues, Laminar is better to obtain a much lower error rate of both Custom rules can be defined by clients, such as:

false positives and negatives than is usually possible with regular

expressions alone. e All PIl should be in US

3. Verifier Function — For many data types it is possible to further * Sensitive data should be tagged with "Owner”

verify if the found data is actually of the suspected type. In these . » o .
] o ) . Issues are identified and alerted based on prioritized risk exposure due
cases Laminar runs a verifier function to again check the data and . .
. . to severity and/or data sensitivity.
ensure that no false positives are delivered. For example, the Luhn
algorithm of credit card numbers is checked to confirm that the

numbers found are actually credit card numbers.

Using these three stages, Laminar is able to correctly classify at a very
high rate over many datastores. Laminar's algorithm is continuously
improving, such that over time the types of data that Laminar recognizes
and the accuracy with which it does so continues to increase.
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Continuous leak protection monitoring reads and writes.

LEAK PROTECTION

Access patterns of data assets can contain a great deal of information.
Laminar analyzes the access logs of data assets to establish a baseline
of normal accesses to the data. By detecting anomalies Laminar raises

alerts when data is improperly accessed for an organization.

Oftentimes it is impractical to enable data access logging on all assets
in an organization due to cloud hosting costs. However, everyone

agrees that logging is a critical security measure for assets with your
most sensitive data, but which ones are those? Laminar recognizes the
client's most critical and sensitive assets and can make sure that access
logging is enabled on those specific assets. This ensures that the most
critical assets will be monitored.

ABOUT LAMINAR

Laminar delivers data leakage protection for everything you build and run in the cloud. Laminar's Cloud Data Security Platform is the first solution on the market delivering data-centric
cloud security that allows you to Discover, Prioritize and Protect your sensitive cloud data. Continuously Discover and classify new datastores for complete visibility, Prioritize actions based
on data sensitivity and risk posture, Protect data by improving security posture and actively Monitor for egress and access anomalies. Complete data observability for everything running
in your public cloud accounts. Both agentless and asynchronous monitoring of datastores, compute as well as data egress channels allows sanctioned data movements and alerts when
something's wrong. Data protection teams can reduce the attack surface, detect real-time data leaks and get back in control of their data. Founded in 2020 by a brilliant team of award
winning Israeli red team experts, Laminar is proudly backed by Insight Partners, TLV Partners, and SentinelOne. To find out more please visit laminarsecurity.com.
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Make your data flows Laminar!

Visit us: laminarsecurity.com
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